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SOP: KenyaEMR2.x to 3.x Platform Upgrade with Nginx
Guide

(Last updated: Oct 2024)

Goal To effectively upgrade KenyaEMR Platform from 2.x to 3.x,
install and configure Nginx for optimal performance gains

Who HIS focal person, EMR Champion

Requirements Functional KenyaEMR server running on 2.x, Internet,

KenyaEMR_3.x_Platform_Upgrade _v1.10.25 WED-24-JUL-
2024 package

Setup Instructions



Step 1: Obtain the installation resources

After downloading the upgrade package, extract it to the ‘Home directory’

SECTION ONE: KenyaEMR Platform Upgrade

Instruction

Step 1: Download the latest
KenyaEMR_3.x_Platform_Upgrade_v1.10.25_WED-
24-JUL-2024 (Note: Internet connectivity is required).

Extract the package to ‘Home Directory’

Use Ctr+Alt+T to open the Terminal window
Navigate into the folder: cd folder name [ENTER]

Type the following command to initiate the upgrade
process:

sudo bash install setup.bash [ENTER]

Illustration

kogutu@kogutu: ~/KenyaEMR_3.x_Platform_Upgrade_v1.10.25_WED-24-JUL-2024

:-$ cd KenyaEMR_3.x_Platform_Upgrade_v1.10.25_WED-24-JUL-2024/
: $ sudo bash install_setup.bash !|

NB: Monitor the process and when prompted for password, enter MySQL password and
press [Enter]

When below window appears, select ‘Ok’ using down-arrow key then press
[Enter] to continue




The script will perform the following actions:
v Backup all databases in MySQL

Remove MySQL 5.6 completely

Install MySQL 8.0 and configure

Create ‘root’ user and grant privileges

Restore all the backed-up databases

L N N N

Run the setup_script_2.4.sh to update
database schemas

Step 2: Refresh Browser

This page will load when you refresh browser for a
successful update, click on the arrow to continue with
first time setup

Select Advanced option as shown and click next
(Right Arrow) to continue

root@test: /home/test /KenyaEMR_3.X_BAREMETAL...

Package configuration

| Configuring mysql-apt-config |
MySQL APT Repo features MySQL Server along with a variety of MySQL components. You may select
the appropriate product to choose the version that you wish to receive.

once you are satisfied with the configuration then select last option 'Ok' to save the
configuration, then run 'apt-get update' to load package list. Advanced users can always change
the configurations later, depending on their own needs.

Which MysQL product do you wish to configure?

MysQL Server & Cluster (Currently selected: mysql-8.0)
MySQL Tools & Connectors (Currently selected: Enabled)

HiSiL Preview Pa(kaies i(urrentli selected: utsahledi
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OpenMRS

WADICAL RECOAD SYSTEM

f )  OpeMRsCoe2daimnstalaonWizad

Which language do you prefer?
English v

[JRemember this choice

2]

o OPENMRS

€ ) OpenMRS Core 2.4.1 Installation Wizard

Which type of installation do you want?

 Simple Install OpenMRS by creating a new database with the demo data. This is suitable to try out the system on your local machine. This option requires a MySQL server running on
the local machine listening on the address Jocalhost. You will need to provide the password of the MySQL root account.

This option allows you to select the database url, name etc. and customize all the installation settings. Choose this option when you are installing OpenMRS in a production
environment.

) Testing This option allows you to copy data over from a database and upg an O version in a
NOTE:

= MySQL is currently the only supported database for running OpenMRS in test mode.
= Ensure that there is an established connection between the test server and the one to copy from data

G O
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Leave default options and click next as shown

Select ‘No’ and enter appropriate MySQL username
and password (root and test respectively) then
click next to continue

)
=l

Steplof5

Please specify how to connect to your currently installed database server:

Database /@DBNAMED

Database Driver: ( Optional* Specify your Gatabase ariver name)

Do you currently have an OpenMRS database installed that you would like to connect to?

o
Database name:  openmrs
No O If no,

this

Database name: openmrs

A user that has "CREATE DATABASE" privileges must be specified here so that this wizard can create the new database.
(Empty MySQL passwords are not allowed here. If you dont have a MySQL password set for the given user, please set one.)

Username | root

_— NB: Don't change anything, click Next
Password i

G @]

Step2ot s
Do you need OpenMRS 1o automatically create the tables for your current database openmis?
Yes: O No: @

Do you want 1o also add demo data (o your database - openmrs? (This option only available if creating new tables.)
Yes: O No: &

Do you currently have a database user other than 100t that has readiwrite access to the openirs database?

Username
Password
No @

no., cre:
d here this.

- e p—
Usermame root root

G 3]
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Leave default options and click next as shown

Leave default options and click next as shown

Scroll down and click next as shown to continue

g OPENMRS

Step3of5

Do you want to be able to upload modules from the web interface?
Disclaimer:

Yes: @

No: O

Do you want updates to the database to be automatically applied on startup when a new web application is deployed?

Yes: O No: @
.)OpenMRS
=]
Step5of5
Optional. Leave ID field blank to skip.
Mrplementetior ( A descriptive name for this (e.g. AMRS in Eldoret, Kenya)
This Is the unique id for this implementation. Used as the HL7_CODE. Must be limited to 20 characters
Knplementation 10 | and numbers. Tnechatacler:‘?‘ and "|" are not allowed.
implementation mmnunwunmmmsmmmﬂm uses your id. Multiple
pass phrase openmrscanuse 'same implmentation id, but they must all know the passphrase. (Note that if an
implementation id is shared, it is assumed that those installations are the same implementation).
Implementation Text describing this implementation. (e.g. Source for the AMPATH program in Kenya. Created by Paul
description Biondich)
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Wait until the process is complete

When completed successfully, this page will be
loaded on the browser

Add demo data No
Implementation information

Implementation name

Implementation ID

Implementation pass phrase

Implementation description

Runtime properties

Enable uploading modules from the web interface Yes
Update the database automatically on start up when a new release is deployed  No

Runtime properties file path Ni

OpenMRS
(.) p.xm accono sverin
- i OPENMRS Platform 2.4.10 Running!
If you are seeing this page, it means that the OpenMRS Platform is running successfully, but no user interface module is installed.
Learn about the available User Interface Modules

If you are a developer, you can access the REST API. (See REST documentation for clients)
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kogutu@kogutu: ~/KenyaEMR_3.x_Platform_Upgrade_v1.10.25_WED-24-JUL-2024

Step 2: Upgrade to Platform 2.6

sudo sh setup script 2.6.sh [Enter]
The script will perform the following actions:

v Upgrade concept dictionary

v/ Update modules

v/ Resolve CSRF token issues

v Update Address template hierarchy P —
el

( ) A

:$ cd KenyakEMR_3.x_Platform_Upgrade_v1.10.25_WED-24-JUL-2024/
: $ sudo sh setup_script_2.6.sh ||

The OpenMRS 2.6.2 server is currently in maintenance mode.

When the process is complete, refresh browser and
provide login credentials (admin and Admin123)
then click next to continue

Scroll down and click next to continue

Updating foreign key user_who_changed_user to
add delete CASCADE

Renaming column rank to dx_rank because rank is a
reserved word in MySQL 8.0.2 and later

Adding ‘patient_program_id' column to
‘patient_identifier’ table

Creating medication_dispense table

Adding not null constraint to
encounter_diagnosis.dx_rank. TRUNK-6081

Log in as a User that has the System Developer role to continue.

OpenMRS Usemame

Password

DASE ADIENAITIE=UIAYHUSTS_auIDULE, ..
dropFe KeyConstraint base who_changed_user; addForeignKeyConstraint

miirochristopher

base j _who_changed_user, referencedTableName=users
renameColumn newC _rank, oldC ; _diagnosis miirochristopher
addColumn t_identifier; addF nstraint base’ _identifier, ke
constraintName=patient_identifier_program_id_fk, referencedTableName=patient_program
\_dispense; g yConstraint baseTableName=medication_dispense,

constraintName=medication_dispense_patient_fk, P - onstraint PIH
base ion_dispense, »

onstraint _rank, _diagnosis wikumChamith




Wait until the upgrade is completed successfully.
Confirm by refreshing browser to load KenyaEMR
3.x login page as shown

Note: Run the post upgrade. sh script after
recreating ETL tables.

Congratulations! You have successfully upgraded
KenyaEMR platform from 2.x to 3.x

® KenyaEMR
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SECTION TWO: Setting up Nginx for OpenMRS with Tomcat as backend

This guide will walk you through the process of installing Nginx and configuring it for OpenMRS with a Tomcat backend. We’ve included
necessary validations and explanations at each step.

Nginx Integration for Performance Boost

v Implemented Nginx as a reverse proxy to significantly reduce page load times.
v Improved handling of concurrent connections for better system responsiveness.
v Enhanced static content delivery and caching mechanisms

Stepl: Install Nginx

Open terminal and run the following commands;
sudo apt-get update

kogutu@kogutu: ~

: % sudo apt-get updatel]

kogutu@kogutu: ~

: % sudo apt-get install nginx I
Validation:
After installation, check if Nginx is running:
sudo systemctl status nginx
You should see "active (running)" in the output.

-~ kogutu@kogutu: ~

:$ sudo systemctl status nginx
nginx.service - A high performance web server and a reverse proxy server
Loaded: loaded (/lib/systemd/system/nginx.service; enabled; vendor preset: enabled)
Active: since Sun 2024-09-15 22:38:09 EAT; 33s ago
Docs: man:nginx(8)

Process: 21068 ExecStartPre=/usr/sbin/nginx -t -g -g daemon on; master_process on; (code=exited, st
Process: 21069 ExecStart=/usr/sbin/nginx -g daemon on; master_process on; (code=exited, status=0/SuUg
Main PID: 21172 (nginx)




Step 2: Configure Nginx for OpenMRS

i) Open the Nginx configuration file:
sudo nano /etc/nginx/sites-available/default

kogutu@kogutu: ~

:$ sudo gedit /etc/nginx/sites»available/default.

ii) Replace the contents with the following configuration highlighted in yellow:

upstream backend_assets {
server localhost:8081;

}

server {
listen 8080;
server_name _;
root /var/lib/OpenMRS/frontend,;

# CORS configuration

add_header 'Access-Control-Allow-Origin' '*' always;

add_header 'Access-Control-Allow-Methods' ‘GET, POST, OPTIONS, PUT, DELETE' always;

add_header 'Access-Control-Allow-Headers' 'DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range,Authorization' always;
add_header 'Access-Control-Expose-Headers' ‘Content-Length,Content-Range' always;

location /openmrs/ {
proxy_pass http://backend_assets;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set header X-Forwarded-Proto $scheme;
proxy_http_version 1.1;
proxy_set _header Upgrade $http_upgrade;
proxy_set _header Connection "upgrade”;
proxy_cache_valid 200 60m;
proxy_cache_use_stale error timeout http_500 http_502 http_503 http_504;

# CORS headers for proxied requests

add_header 'Access-Control-Allow-Origin' *' always;

add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE' always;

add_header 'Access-Control-Allow-Headers' 'DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range,Authorization' always;
add_header 'Access-Control-Expose-Headers' 'Content-Length,Content-Range' always;



}

# accessing legacy
location ~ *openmrs/(kenyaemr|reports|admin|ms|scripts|moduleResources|dwr) {
proxy_pass http://backend_assets;
proxy_set_header Host $host;
proxy_set header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set header X-Forwarded-Proto $scheme;
proxy_http_version 1.1;
proxy_set header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade”;

}

# proper redirections
location / {
tcp_nopush on;
keepalive_timeout 65;
proxy_cache_valid 200 60m;
proxy_cache_use_stale error timeout http_500 http 502 http_503 http_504;
try_files $uri /index.html;

}

# CSS files
location ~* \.css$ {

add_header Content-Type text/css;

proxy_cache_valid 200 60m;

proxy_cache_use_stale error timeout http_500 http_502 http_503 http_504;
}

# JavaScript files
location ~* \.js$ {
add_header Content-Type application/javascript;
proxy_cache_valid 200 60m;
proxy_cache_use_stale error timeout http_500 http_502 http_503 http_504;

}

location *~ /openmrs/spa/ {
alias /var/lib/OpenMRS/frontend;
try_files $uri /var/lib/OpenMRS/frontend/index.html;



# Rewrite to check assets from root
location ~* Mopenmrs/spa/(.+\.(js|css|png|jpglipeg|giflico|svg|wofflwoff2|ttf[json|eot))$ {
sendfile on;
sendfile_max_chunk 1m;
# Cache Prevention Start
proxy_ignore_headers Cache-Control;
add_header Last-Modified $date_gmt;
add_header Cache-Control 'no-store, no-cache, must-revalidate, proxy-revalidate, max-age=0';
if_modified_since off;
expires off;
etag off;
proxy_cache_valid 200 60m;
proxy_cache_use_stale error timeout http_500 http_502 http_503 http_504;
try_files /$1 =404;

}
}
location =/ {

rewrite * /openmrs/ permanent;
}

location = /Jopenmrs/spa {
rewrite * /openmrs/spa/ permanent;

}

location = /openmrs/spaa {
rewrite * /openmrs/spa/ permanent;

}

# Enable gzip compression

gzip on;

gzip_vary on;

gzip_proxied any;

gzip_comp_level 6;

gzip_types text/plain text/css text/xml application/json application/javascript application/rss+xml application/atom+xml image/svg+xml;

error_log /var/log/nginx/openmrs_error.log;
access_log /var/log/nginx/openmrs_access.log;



iii) Save and exit the editor
Validation

Check the Nginx configuration for syntax errors:
sudo nginx -t
You should see "syntax is okay" and "test is successful".

kogutu@kogutu: ~

5 sudo nginx -t
nginx: the configuration file /fetc/nginx/nginx.conf syntax is ok
nginx: configuration file fetc/nginx/nginx.conf test is successful

Step3: Configure Tomcat
Ensure Tomcat is configured to run on port 8081 as specified in the Nginx upstream configuration:
i) Open the Tomcat server configuration file:

sudo gedit /var/lib/tomcat9/conf/server.xml

)
<Connector protocol=
)
connectionlimeouts=
redirectPort= maxPostSize= URIEncoding= relaxedQueryChars= /=

Save and exit the editor
ii) Remove SPA module
sudo rm /var/lib/OpenMRS/modules/spa-1.0.9-SNAPSHOT.omod

Validation:
Check if port 8081 is not already in use:
sudo netstat -tuln | grep 8081

If this command returns no output, the port is free to use.

Step4: Restart Services

Restart both Tomcat and Nginx to apply the changes:
sudo systemctl restart tomcat9
sudo systemctl restart nginx



Validation:

Check if both services are running without errors:
sudo systemctl status tomcat9
sudo systemctl status nginx

NB: Both should show "active (running)" without any error messages.

Step5: Final Validation

Test the Nginx configuration:
Open a web browser and navigate to http://localhost:8080/openmrs/
You should see the OpenMRS login page or welcome screen.

Troubleshooting

e Ifyou encounter issues, check the Nginx error logs:
sudo tail -f /var/log/nginx/openmrs error.log

e For Tomcat issues, check its logs:
sudo tail -f /var/log/tomcat9/catalina.out

Notes on the Nginx Configuration

This configuration sets up Nginx to listen on port 8080 and proxy requests to a Tomcat server running on localhost:8081.

It includes CORS headers to allow cross-origin requests.

There are specific rules for handling static files (CSS, JS) and the OpenMRS Single Page Application (SPA).

Gzip compression is enabled for better performance.
Ensure that your OpenMRS application is properly set up in the specified directories, particularly the frontend files in /var/lib/OpenMRS/frontend.

For further support, contact KenyaHMIS service desk through the toll-free number 0800722440.



