
  

SOP: User Role and Privileges Administration 
(Last update: March 2024) 

 

TASK: User Role Configuration 

OBJECTIVE: Effective Configuration of User Roles 

WHO: Facility System Admin, Partner supporting site HIS staff 

REQUIRED MATERIALS: Functional KenyaEMR 

 

Background: 

User role administration is crucial for maintaining the security, efficiency, and integrity of systems and data. By properly managing user roles and 

permissions, organizations can minimize the risk of unauthorized access and data breaches while empowering users to perform their job duties effectively. 

Objective: 

Define different roles based on the responsibilities and access requirements within the system. Common roles might include administrators, managers, 

editors, viewers, etc. Each role has its own set of permissions. 

 

 

 

 

 

 



  

 

Permissions Assignment: Assign specific permissions to each role based on the tasks they need to perform. These permissions typically include actions like 

creating, editing, deleting, and viewing certain types of content or data. 

SECTION 1: Assigning User Roles 

i. Navigate to KenyaEMR 
Modules 
- On Click you should see 

the modules.  

 

ii. Navigate to Patient 
Home 
On click it should take 
you to Legacy home 

 



  

iii. Click on the admin 
module which will take 
you to the administration 
page 
 
 

 

 
 

iv. Navigate to the admin 
panel. 
And click on manage 
accounts to search for users. 

 

 



  

v. Use the search feature to 

get the user account. 

vi. Click on the user name to 

update the user roles. 

 

vii. Click on the edit Button 
below the login Details to 
assign roles. 

 



  

Hold (ctrl and – ) buttons on the 
keyboard to enable you navigate 
to the bottom of the page. 

 
Assign the appropriate user roles 
then click on the save button at 
the bottom of the screen. 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

 
 

  
 
 



  

SECTION 2: Assigning Privileges for the 3.x User roles 

After assigning the 3.x user roles, 
you need to assign privileges as 
well. 
 

 
 
Navigate back to home. 

 

Click on the ‘Developer’ module.  



  

Click on the Legacy admin UI  

 

Click on Manage Users  



  

 

********************************************************THE END************************************************************** 

1. Type atleast the first 3 
letters of the user name. 

2. Click on the search button 
to get the user. 

3. Click on the user’s System 
Id to navigate to the 
user’s profile. 

 

1. Check both 
Api Privileges 
Api Privileges (View and 
Edit).  

2. Click on the save button 
to submit the changes. 

 


