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SOP: User Role and Privileges Administration
[Last update: Nov 2025]

TASK: User Role Configuration
OBJECTIVE: Effective Configuration of User Roles
WHO: Facility System Admin, Partner supporting site HIS staff
REQUIRED MATERIALS: Functional TaifaCare
Background:

User role administration is crucial for maintaining the security, efficiency, and integrity of systems and data. By properly managing user roles and
permissions, organizations can minimize the risk of unauthorized access and data breaches while empowering users to perform their job duties effectively.

Objective:

Define different roles based on the responsibilities and access requirements within the system. Common roles might include administrators, managers,
editors, viewers, etc. Each role has its own set of permissions.
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SECTION 1: Assigning User Roles
Permissions Assignment: Assign specific permissions to each role based on the tasks they need to perform. These permissions typically include actions like
creating, editing, deleting, and viewing certain types of content or data.

i. Navigate to TaifaCare

Modules
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H Facility Details

Filter by: allusers w Add User B
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Demographic Info

e Update the Health worker
registry verification and
Demographic info for the
user

e Click Next when done

Edit User

‘ €| pemographic Info

7} Login Info

4 Provider Account

"} Roles Info

Health worker registry verification
—
Identification Type

National ID

Identifier number*
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Demographic info
—
Given Name

Erasto

Middle Name

Erasto

Family Name

Erasto

Phone number

m
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@ Male
O Female
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Login Info Edit User 7 %
e Enter the details promptly
and click Next & Demographic Info
Login Info
‘ Username
admin

* Provider Account
Password

"} Roles Info @

Confirm Password

Force Password Change

[] oOptionally require this user to
change their password on next login
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Provider Account

e Verify the provider details
and update where
necessary

e If you want to edit
provider details, check the
‘Edit provider details’
checkbox

Edit User

© pemographic Info

© Login Info

Q| Provider Account

i} Roles Info

Provider details

—
Provider Unique Identifier

National id

Passport number

License Number

Registration number

Provider Id

admin

Edit Provider Details

(] Edit provider details?
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Roles Info
User Roles are categorised
based on various access
levels/departments/Cadre
i.) Admin Roles
e These are system
administration roles

ii.) Billing Roles
e These are associated
with Billing module
operations

iii.) Clinician Roles
e These are roles
associated with
patient management

[CJ API Privileges
[_] Edit settings Role

[ IL Administration

0 nimeCONFIRM app
administration

[ Privilege Level: Full
[ system Administrator

[CJ Ushauri Administration

[[J 03: cashier/Accountant

Clinician Roles

[_) Adherence Counselor

03:
Doctors/Clinicians/Specialists

[Jo3:Nurse
[[] 03: Occupational Therapist
[[] 03: Physiotherapist

[C] Peer Educator

[ API Privileges (View and Edit)
[J ETL Administration

[J Manager

[J 03: system Administrator

[ Privilege Level: High

[ system Developer

[J 03: Finance Administrator

[J Key Population Module
[J 03: HTS Counsellor

[J 03: Nutritionist

[ 03: Orthopedics

[] 03: Triage Nurse

[J Provider
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iv.) Records Roles
e These areroles
associated with
registration, data
entry and other report
related roles

v.) Investigation Roles
e These are associated
with various patient
investigations

vi.) Pharmacist Roles
e Roles associated with
pharmacy operations

vii.) Inventory Roles
e Roles associated with
stock management
operations

Records Roles

J AIR

[J Authenticated

[ Intake

[ Lab Manifest Administration

[ Referral Administration

IIn'.-'estiga‘.ian Roles I

[J ML pull risk scores from NDWH

[J 03: Radiologist

| Pharmacist Roles |

] community Pharmacy

Inventory Roles

[ Inventory Administrator
] Inventary Dispensing
[J Inventory Provider Access

[J 03: stock controller/Manager

[J Anonymous

[ Data Clerk

[J Lab Manifest

[ 03: Receptionist/Registration

[l Registration

[J 03: Laboratory Technician

[J 03: Pharmacist

[J Inventory Clerk
[J Inventory Manager
[J Inventory Reporting

[J stock Management Base Role
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THE END




